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Preface

Dear readers,

The internet has changed the way we communicate, work and play. It has affected
the way we live and learn, participate and protest. Freedom of expression on the
internet is key to understanding the potential of information and communication
technologies for increasing the level of human rights protection around the globe.

In the October 2018 judgment E.S. v. Austria, the European Court of Human Rights (the
Court) confirmed once more the fundamental importance of freedom of expression.’
The Strasbourg court argued that freedom of expression, as secured by Article 10 of
the European Convention of Human Rights (the Convention), constituted one of the
essential foundations of a democratic society and one of the basic conditions for its
progress and for each individual’s self-fulfilment. The protective ambit of Article 10
extends not only to “information” or“ideas” that are favourably received or considered
inoffensive, but (and particularly) to those that offend, shock or disturb.?

Freedom of expression by itself is a key enabling right, offline just as online. In one
of its fundamental cases on the role of Article 10 in online environments, the 2015
Cengiz and Others case, the Strasbourg judges confirmed that

the Internet has now become one of the principal means by which individuals exercise
their right to freedom to receive and impart information and ideas, providing as it does
essential tools for participation in activities and discussions concerning political issues
and issues of general interest.*

Just as freedom of expression in all its forms is widely considered to be the right
that is essential to meaningful internet use,® so also the evolution of the internet has

1. ES.v.Austria (25 October 2018), Application No. 38450/12, para. 42.

2. See, for earlier similar statements, among many: European Court of Human Rights, Handyside
v. the United Kingdom (7 December 1976, Series A No. 24), and Fressoz and Roire v. France ([GC],
No. 29183/95, §45, ECHR 1999-I).

3. Thissection draws from previous work of the authors, including Kettemann/Benedek, “Freedom
of expression online’, in Mart Susi (ed.), Human rights, digital society and the law: a research com-
panion (London: Routledge, 2019), 58-74 and Kettemann, The Normative Order of the Internet
(Oxford: Oxford University Press, 2020).

Cengiz and Others v. Turkey (1 December 2015), Application Nos. 48226/10 and 14027/11, §49.

5. Cf.Human Rights Council Resolution 20/8, The promotion, protection and enjoyment of human
rights on the Internet, 5 July 2012, para. 1:“[The Human Rights Council] [alffirms that the same
rights that people have offline must also be protected online, in particular freedom of expression,
which is applicable regardless of frontiers and through any media of one’s choice, in accordance
with Articles 19 of the Universal Declaration of Human Rights and the International Covenant on
Civil and Political Rights” (emphasis added). Biannual resolution with the same content followed.
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become determinative for our communicative relations. The Court again in Cengiz:
“user-generated expressive activity on the Internet provides an unprecedented
platform for the exercise of freedom of expression.” The internet today has become,
as UN Special Rapporteur on Freedom of Expression, Frank La Rue, put in his 2011
report, a“vital communications medium which individuals can use to exercise their
right to freedom of expression, or the right to seek, receive and impart information
and ideas of all kinds, regardless of frontiers”’ Unlike any other medium in history,
“the internet allows individuals to communicate instantaneously and inexpensively,
and it has had a dramatic impact on the way information and ideas are shared and
accessed”®

From all these rights we can also derive a dual right to internet access, which is
crucial for human rights protection: access to internet content (threatened, inter
alia, by filtering) and access to the internet per se — threatened, inter alia, by under-
deployment of information and communication technologies (ICTs). Physical access
to the internet and access to content on the internet are both necessary to ensure
freedom of expression online.? Having the infrastructure (cables, computers, routers)
necessary to access the internet in place is not enough. The right to internet access
includes access to content “without any restrictions except in a few limited cases
permitted under international human rights law".'°

The relevance of protecting online freedom of expression, and internet access, can
hardly be overestimated in light of its importance for the realisation of other rights
on theinternet. The Court has developed a substantial and strong jurisprudence on
the contours of freedom of expression online.

With the rise of the internet the opportunities to express oneself have grown expo-
nentially. But so have the challenges to freedom of expression. Those challenges
have a tendency to increase as can be seen from the 2018 report of Freedom House
on Freedom on the Net, which found that internet freedom has decreased for the
sixth consecutive year."" Current challenges to freedom of expression lie in the
increased prevalence of online hate speech, the privatisation of online spaces, the
monopolisation of online services, and political and legal fragmentation tendencies
on the internet.

No wonder then that protecting freedom of expression on the internet has become
an important task for international and non-governmental organisations. Declarations
and recommendations building on the universal human rights commitments to

6. European Court of Human Rights, Cengiz and Others v. Turkey (1 December 2015), §52.

7. UNHRC (10 August 2011), Frank La Rue, Report of the Special Rapporteur on the promotion and
protection of the right to freedom of opinion and expression, UN Doc. A/66/290, www.ohchr.org/
Documents/Issues/Opinion/A.66.290.pdf, para. 10.

8. lbid.

Cf. UN HRC (16 May 2011), Frank La Rue, Report of the Special Rapporteur on the promotion
and protection of the right to freedom of opinion and expression, UN Doc. A/HRC/17/27, para. 3
(and chapters IV, on access to content, and V, on availability of infrastructure, of the report).

10. Ibid., para 3.

11. Freedom House, Freedom on the Net 2018: The rise of digital authoritarianism, October 2018,
https:/freedomhouse.org/report/freedom-net/freedom-net-2018.
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freedom of expression — namely Article 10 of the Convention, as well as Article 19
of both the International Covenant on Civil and Political Rights (ICCPR) and the
Universal Declaration of Human Rights — abound. The practice, however, looks differ-
ent.Violations of freedom of expression online by states, companies and individuals
are a daily, and sad, reality.

This book sets out to answer key questions regarding the extent and limits of freedom
of expression online. It seeks to shed light on the often obscure landscape of what
we are allowed to say online and how our ideas, and the process of imparting and
receiving information, are protected. It shows the large ambit of rights protected
by freedom of expression, including freedom of the media and the right to access
information, and confirms that all aspects of the communicative process, offline just
as online, are protected by freedom of expression. The book makes an important
point by making clear that freedom of expression online must be protected just
like freedom of expression offline, taking into account the nature of the internet, its
asynchronicity, ubiquity and speed.

This book also highlights the importance of the standard setting, monitoring
and promotional activities of international and non-governmental organisations
(NGOs). Freedom of expression online touches all aspects of society and does so in
all societies. We have therefore included a chapter on relevant national practices to
illustrate how different states deal with the challenge that the internet has brought
to ensuring freedom of expression for all.

This publication makes another important point in showing that freedom of expres-
sion implies obligations for all actors on the internet. States must respect, protect
and ensure freedom of expression online just as much as offline; internet compa-
nies have to respect and protect freedom of expression, implement it within their
sphere and remedy violations. Civil society has an important watchdog function
and the individuals it comprises must ensure that, in making use of their freedom
of expression, they do not violate the rights of others.

The authors of this book together, and individually, have substantial experience in
the protection of human rights, first offline and now on the internet. At the Institute
of International Law and International Relations of the University of Graz, Austria,
we have created a Focal Point on Internet Governance and Human Rights to look
specifically at the principles and processes of protecting human rights online. Our
team has been present and active during the most important moments of the evo-
lution of the information society in the last decade: from the World Summit on the
Information Society (WSIS) and meetings of the Internet Corporation for Assigned
Names and Numbers (ICANN) to the NETMundial Summit and all Internet Governance
Forums, which have so far taken place as well as several meetings of EuroDIG. This
gives us a unique view of the challenges that freedom of expression online faces.

Our team has worked intensively with the Council of Europe, and in particular
its Division on the Media and Information Society and its publication services.
Wolfgang Benedek has contributed as an expert on the Committee on the Rights
of Internet Users, which elaborated a Guide on Internet User Rights. Matthias C.
Kettemann was ad personam expert member and rapporteur of the Council of
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Europe Committee of Experts on Internet Intermediaries. He has also acted as
rapporteur for a number of Council of Europe conferences related to human rights
on the internet and internet governance.

Over the last 12 years we have published several books and studies that shed light
on aspects of freedom of expression online. They inform our understanding of the
challenges faced by the protection of freedom of expression online.'> Among those
publications was the first edition of Freedom of expression and the internet, which
met with a lot of interest. However, since its publication in 2014 there have been a
number of important developments which made a second edition mandatory. The
first edition has been translated into Turkish, Ukrainian and French, and we hope
that the second edition will be, too.

In conclusion, the authors would like to express their thanks to the Council of Europe
for inviting them to produce and update this publication. The Council of Europe has
been the international organisation most consistently supportive of human rights
online. It has also enabled important insights into the topic by inviting the authors
to participate in key events for freedom of expression on the internet. By publishing
our analysis of the challenges to and the protection of freedom of expression online,
the Council of Europe takes its commitment one step further.

At the Leibniz Institute for Media Research | Hans-Bredow-Institut, we express
our thanks to Amélie P. Heldt and Johannes Schmees, who have contributed an
analysis of freedom of expression and Al in Chapter 5 (§5.13), Katharina Mosene,
who has helped update Chapter 4, Anna Sophia Tiedeke, who has helped update
Chapter 6, and Keno Potthast and Thorian Schmied, who have provided research
support. At the University of Heidelberg, we express our thanks to Majbritt
Lindemann for research support. We would also like to thank llse Kettemann for
alanguage review and Véronique Riff from the Council of Europe for her excellent
editorial support.

We have endeavoured to include online sources so as to ensure maximum informa-
tion value. Yet the internet’s very nature is dynamic — and so are, very often, website
addresses (which raises its own questions regarding the right to access information).
All websites in this book were last accessed in May 2020.

12. Benedek W. and Pekari C. (eds), Menschenrechte in der Informationsgesellschaft [Human rights
in the information society], Hannover: Boorberg, 2007; Benedek W., Bauer V. and Kettemann
M. (eds), Internet governance and the information society. global perspectives and European
dimensions, Utrecht: Eleven International, 2008; Kettemann M. et al. (eds), Menschenrechte und
Internet. Zugang, Freiheit, Kontrolle [Human rights and the Internet. access, freedom, control],
Berlin: Internet & Society Co:llaboratory, 2012; and Kettemann M., The future of individuals in
international law: lessons from international internet law, Utrecht: Eleven International 2013;
Kleinwéchter, Kettemann and Senges (eds), Towards a global framework for cyber peace and
digital cooperation. an agenda for the 2020s, Berlin: BMWi, Nov. 2019; Kettemann, Vélkerrecht
in Zeiten des Netzes: Perspektiven auf den effektiven Schutz von Grund- und Menschenrechten in
der Informationsgesellschaft zwischen Volkerrecht, Europarecht und Staatsrecht, Bonn: Friedrich-
Ebert-Siftung, 2015, http://library.fes.de/pdf-files/akademie/12068.pdf; Mosene/Kettemann
(eds), Many worlds. Many nets. Many visions. Critical voices, visions and vectors for internet
governance, Berlin: HIIG, 2019.
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The internet has a catalytic function for the exercise of all human rights. Just as
Gutenberg’s printing press helped to spread the Reformation, so the internet can
support the respect, protection and implementation of all human rights for all
people everywhere. In this emancipatory quest, freedom of expression is a key
enabling right, not to mention an essential human right in itself. Ensuring freedom
of expression online is not without its challenges. Read on and you will see how to
meet them head on.

Wolfgang Benedek and Matthias C. Kettemann
Graz/Hamburg, June 2020
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